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In   response   to   persistent   and   increasing   threats   to   pXblic   and   priYate   infrastrXctXre,   in   Ma\   2021   President   Biden  ¬

signed   the    E[ecXtiYe   Order   on   ImproYing   the   Nation·s   C\bersecXrit\ ,   noting   that   ́ protecting   oXr   Nation   from  ¬

malicioXs   c\ber   actors   reqXires   the   Federal   GoYernment   to   partner   Zith   the   priYate   sectorµ   in   both   responding  ¬

to   c\ber   attacks   and   sharing   information   to   detect   and   mitigate   threats.  ¬

  The    PeQVaQdR   DiVWUibXWed   SeUYiceV   PlaWfRUm    is   XniqXel\   positioned   to   deliYer   softZare-defined   Yisibilit\,   netZork,  ¬

and   secXrit\   serYices   Yia   a   highl\   programmable,   centrall\   managed   architectXre   implemented   at   the   serYer  ¬

edge.    Since   it   is   secXrel\   isolated   from   serYer   resoXrces,   the   Pensando   platform   can   be   Xsed   to   address   seYeral  ¬

ke\   reqXirements   oXtlined   in   the   e[ecXtiYe   order:  ¬

● Zero   TrXst   netZork   secXrit\  ¬

● Encr\ption   of   data   in   flight  ¬

● E[tended   Detection   and   Response   (XDR):   aligning   netZork   telemetr\   Zith   endpoint   telemetr\   to   detect  ¬

attacks   in   a   data   center  ¬

● Long-term   netZork   telemetr\   to   proYide   a   soXrce   of   trXth   for   inYestigating   and   remediating   risks   and  ¬

incidents   

The   Pensando   platform   can   meet   these   goals   Zith   ]ero   impact   on   the   serYer   itself   and   no   changes   reqXired   to  ¬

the   Xnderl\ing   netZork.    SerYer   resoXrces   are   freed   to   scale   for   Zorkload   hosting   Zhile   the   Pensando   data  ¬

processing   Xnits   (DPUs)   host   these   mission-critical   serYices.    Pensando   DPUs   can   be   implemented   either   Zithin  ¬

serYers   eqXipped   Zith   the    PeQVaQdR   DiVWUibXWed   SeUYiceV   CaUd    ( DSC ),   or   throXgh   the    AUXba   CX   10000   ZiWh  ¬

PeQVaQdR   DiVWUibXWed   SeUYiceV   SZiWch    ( DSS ),   a   neZ   class   of   sZitch   proYiding   distribXted   statefXl   serYices   for   the  ¬

top-of-rack   netZorking   la\er.  ¬

AlthoXgh   the   directiYes   oXtlined   in   this   e[ecXtiYe   order   are   primaril\   aimed   at   both   the   Federal   GoYernment  ¬

and   its   serYice   proYiders,   its   recommended   changes   and   inYestments   can   be   a   gXideline   for   priYate   sector  ¬

entities   looking   to   strengthen   their   oZn   secXrit\   postXre   and   eYalXate   hoZ   the\   coordinate   Zith   their   IT   and   OT  ¬

partners.  ¬

PenVandR   OYeUYieZ  ¬
JXst   as   data   centers   are   adopting   a   ́ scale-oXtµ   approach   for   compXte   and   storage   s\stems,   the   netZorking  ¬

and   secXrit\   elements   of   the   data   center   mXst   also   adopt   a   scale-oXt   serYices   architectXre,   and   the   netZork,  ¬

secXrit\,   and   Yisibilit\   fXnctions   need   to   find   a   neZ   home   in   this   model.    The   ideal   place   to   instantiate   these  ¬

serYices   is   at   the   serYer   edge,   Zhere   serYices   sXch   as   encr\ption,   fireZall,   Yisibilit\,   and   netZorking   can   be  ¬

deliYered   in   a   scalable   manner.  ¬

The   heart   of   the   Pensando   platform   is   a   cXstom,   P4-programmable   DPU,   Zhich   can   be   easil\   added   as   a  ¬

netZork   card   to   an\   serYer   Yia   the   Pensando   DSC,   or   to   netZork   enYironments   Yia   the   CX   10000   top-of-rack  ¬
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DSS.   Since   each   DSC   becomes   the   netZork   interface   on   a   host   serYer,   it   onl\   needs   to   be   aZare   of   the   policies  ¬

related   to   that   serYer   and   its   Xsers;   similarl\,   each   DSS   can   be   configXred   to   enforce   polic\   as   appropriate   for  ¬

the   hosts   it   connects   to   the   netZork.   This   approach   natXrall\   scales,   as   more   serYices   capabilities   are   made  ¬

aYailable   as   each   neZ   serYer   or   sZitch   is   deplo\ed.  ¬

The   Pensando   DistribXted   SerYices   Platform   deliYers   a   poZerfXl   sXite   of   softZare-defined   serYices   at   the  ¬

compXte   edge.   Pensando·s   technolog\   proYides   high-performance   scalable   netZorking,   secXrit\,   and   Yisibilit\  ¬

fXnctions,   eliminating   an   assortment   of   discrete   appliances   throXghoXt   the   data   center,   and   dramaticall\  ¬

simplif\ing   IT   operations   Zhile   proYiding   Xnmatched   telemetr\,   I/O   Yisibilit\,   and   secXrit\   insights.   ¬¬

The   Pensando   DPU   is   optimi]ed   to   e[ecXte   a   softZare   stack   deliYering   netZork,   telemetr\,   Yisibilit\,   and   secXrit\  ¬

serYices   at   cloXd   scale   Zith   minimal   latenc\   and   jitter,   and   Yer\   loZ   poZer   reqXirements   (a30W   for   a   100G  ¬

DSC).  ¬

The    PeQVaQdR   PRlic\   aQd   SeUYiceV   MaQageU    ( PSM )   controls   all   aspects   of   the   platform,   inclXding   life   c\cle  ¬

management   and   health   monitoring   for   all   deplo\ed   DSCs   and   DSSes.   ResoXrces   can   be   aXtomaticall\  ¬

proYisioned   and   neZ   softZare-defined   serYices   deplo\ed   from   a   single   pane   of   glass.   The   PSM   handles  ¬

seamless   distribXtion   of   netZork   configXration,   encr\ption   ke\s,   fireZall   rXles,   etc.   to   actiYe   distribXted   serYices  ¬

nodes   to   consistentl\   manage   netZork   performance   Zhile   also   ensXring   compliance.    The   PSM   enables  ¬

alZa\s-on   telemetr\   and   deep   end-to-end   obserYabilit\   across   the   entire   enYironment,   integrating   Zith   popXlar  ¬

anal\tics,   orchestration,   and   management   tools   Yia   open   APIs.  ¬

 ¬

 ¬

 ¬ ¬
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PenVandR·V   ASSURach   WR   Ke\   E[ecXWiYe   OUdeU   MandaWeV  ¬

Zero   Trust   Network   Architecture  ¬

SecWiRQ   3   (b)   VWaWeV:  ¬

 ¬

Pensando’s   approach:  ¬

Zero   TrXst   netZorking   is   based   on   the   premise   that   floZs   destined   for   hosted   Zorkloads   cannot   be   trXsted,   eYen  ¬

if   both   endpoints   are   Zithin   the   data   center.   One   of   the   fXndamental   reqXirements   for   Zero   TrXst   is   that   all   floZs  ¬

shoXld   be   distrXsted   b\   defaXlt:³both   North/SoXth   traffic   from   oXtside   the   data   center   to   applications,   and  ¬

East/West   traffic   betZeen   applications   in   the   data   center³and   mXst   be   Yerified.  ¬

While   North/SoXth   secXrit\   reqXirements   haYe   long   been   Xnderstood,   the   DSC   and   DSS   address   a   more  ¬

challenging   problem:   deplo\ing   distribXted   fireZall   serYices   to   inspect   all   floZs   in   and   oXt   of   each   serYer.   This  ¬

serYice   rXns   on   the   DSC   or   DSS   at   line   rate,   and   can   inspect   and   protect   all   floZs   betZeen   the   serYer   and   other  ¬

Zorkloads   in   the   data   center.   ¬¬

Legac\   models   for   East/West   fireZalling   reqXire   either   a   YirtXali]ed   (VM)   fireZall   to   be   hosted   on   the   serYer,  ¬

other   hosted   softZare   consXming   serYer   resoXrces,   or   a   separate   fireZall   appliance   added   to   the   data   center,  ¬

Zith   all   floZs   reroXted   (´trombonedµ)   throXgh   the   appliances.    With   DPUs   in   each   serYer   (DSC)   or   top-of-rack  ¬

sZitch   (DSS),   this   is   no   longer   reqXired:   all   floZs   as   the\   enter   or   leaYe   the   serYer/Zorkload   can   be   inspected  ¬

against   specific   fireZall   rXles   to   ensXre   that   all   inter-Zorkload   commXnication   is   properl\   controlled.    In   addition,  ¬

all   floZs   are   tracked   Yia   FloZ   logs   and   FW   S\slog³Zhich   can   be   easil\   e[ported   to   e[ternal   s\stems   or   Xsed   to  ¬

Yalidate   the   secXrit\   postXre   oYer   time.    StatefXl   fireZall   logs   are   time-stamped   and   logged   on   a   per-rXle   basis,  ¬

Zith   a   session   ID,   rXle   ID,   soXrce/destination   IP,   port   and   protocol.  ¬

 ¬
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[Agencies   shall]   deYelop   a   plan   to   implement    ZeUR   TUXVW   AUchiWecWXUe ,   Zhich   shall   incorporate,   as  ¬

appropriate,   the   migration   steps   that   the   National   InstitXte   of   Standards   and   Technolog\   (NIST)  ¬

Zithin   the   Department   of   Commerce   has   oXtlined   in   standards   and   gXidance.   
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 ¬

Encr\ption   of   Data   in   Flight  ¬

SecWiRQ   3   (d)   VWaWeV:   ¬¬

 ¬

Pensando’s   approach:   

The   Pensando   DSC   sXpports   IPsec   encr\ption   betZeen   an\   DSC-enabled   serYers.   Each   DSC   encr\pts   all   floZs  ¬

betZeen   bare-metal,   YirtXali]ed,   and   containeri]ed   serYers   transparentl\,   ZithoXt   compromising   Yisibilit\,   and   is  ¬

transparent   to   applications,   deYelopers,   and   end   Xsers.    AlZa\V-RQ   eQcU\SWiRQ    serYices   rXn   on   the   DSC,   at   Zire  ¬

speed,   and   can   be   configXred   on   a   per-Zorkload   basis³alloZing   for   ́ in   the   clearµ   floZs   Zhere   reqXired.  ¬

There   is   no   reqXirement   to   Xpdate,   modif\,   or   enhance   an\   of   the   applications   in   the   data   center,   and   there   is  ¬

no   impact   on   Zorkload   performance.    Encr\ption   is   proYided   b\   the   DSC   opportXnisticall\,   and   sXpports   serYers  ¬

connected   at   10G,   25G,   or   100G³all   at   line   speed.  ¬

The   Pensando   PSM   proYides   a   centrali]ed   control   point   that   alloZs   operators   to   identif\   Zhere   encr\ption   is  ¬

reqXired,   and   proYision   a   fXll   mesh   of   encr\ption   among   all   DSC-sXpported   serYers.    EYen   Zith   encr\ption  ¬

enabled,   fXll   telemetr\,   the   abilit\   to   TAP/ERSPAN   floZs,   and   distribXted   fireZalling   are   also   sXpported³all  ¬

ZithoXt   an\   impact   on   the   serYer.  ¬

Polic\   definitions   are   Xsed   to   enable   encr\ption   of   floZs   betZeen   Zorkloads   and   betZeen   sXbnets,   as   Zell   as  ¬

encr\pting   access   to   IP   storage.    All   in-flight   IP   traffic   can   be   encr\pted.    The   encr\pted   paths   leYerage   the  ¬

IPsec   protocol   and   sXpport   the   abilit\   to   configXre   ke\   rotation   on   the   encr\pted   links.    For   additional   details,  ¬

please   see   the    Pensando   IPsec   SolXtions    Zhite   paper.  ¬
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Within   180   da\s   of   the   date   of   this   order,   agencies   shall   adopt   mXlti-factor   aXthentication   and  ¬

eQcU\SWiRQ   fRU   daWa    at   rest   and    iQ   WUaQViW ,   to   the   ma[imXm   e[tent   consistent   Zith   Federal   records  ¬

laZs   and   other   applicable   laZs.   
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 ¬

The   Pensando   Policy   and   Services   Manager   simplifies   identification   of   which   workloads   should   be   encrypted,   and  ¬

automates   the   creation   of   secure   connections.  ¬

EDR/XDR   Support  ¬

SecWiRQ   7   (b)   VWaWeV:  ¬

 ¬

Pensando’s   approach:   

Pensando   proYides   the   netZork   telemetr\   Xsed   b\   EDR/XDR   machine   learning   algorithms   to   coXple  ¬

agent-based   insights   Zith   netZork-based   telemetr\.    E[tended   Detection   and   Response   (XDR)   is   a   more  ¬

poZerfXl   form   of   EDR,   taking   a   broader   YieZ,   integrating   secXrit\   across   endpoints,   cloXd   compXting,   email,  ¬

and   other   solXtions.   A   complete   YieZ   of   the   threat   can   be   determined   b\   marr\ing   the   endpoint   and   netZork  ¬

statistics,   assisting   in   threat   hXnting   and   qXarantine/mitigation   responses.   ¬¬

For   this   challenge,   the   XniqXe   YalXe   of   the   Pensando   platform   lies   in   the   intelligence   it   deliYers   at   the   serYer  ¬

edge,   giYing   access   to   fXll   telemetr\   in   the   data   center³a   data   soXrce   that   has   been   difficXlt   to   obtain   for  ¬

most   EDR/XDR   Yendors.    The   Pensando   platform   has   Xnparalleled   Yisibilit\   of   all   floZs   into   and   oXt   of   each  ¬

serYer,   and   in   most   cases,   Yisibilit\   to   floZs   betZeen   Zorkloads   Zithin   the   same   serYer.    This   telemetr\   is   captXred  ¬
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[Federal   CiYilian   E[ecXtiYe   Branch   (FCEB)]   Agencies   shall   deplo\   an    EQdSRiQW   DeWecWiRQ   aQd  ¬

ReVSRQVe   (EDR)    initiatiYe   to   sXpport   proactiYe   detection   of   c\bersecXrit\   incidents   Zith   Federal  ¬

GoYernment   infrastrXctXre,   actiYe   c\ber   hXnting,   containment   and   remediation,   and   incident  ¬

response.   



 ¬

and   e[ported   in   the   standard   IPFIX   format   for   consXmption   b\   third   part\   ML   engines.    The   Pensando   DSC  ¬

additionall\   enables   perYasiYe   traffic   mirror   fXnctions   Xsing   its   hardZare   bi-directional   floZ   streaming   and   traffic  ¬

mirroring   capabilities,   Zhich   can   stream   serYer   I/O   captXres   to   secXrit\   anal\tic   engines.  ¬

Pensando   telemetr\   can   feed   an\   EDR/XDR   ML   engine   on   the   market   toda\.   In   addition,   Pensando   has   actiYe  ¬

engagements   Zith   seYeral   EDR/XDR   Yendors,   alloZing   them   to   leYerage   this   telemetr\   as   part   of   their   ML  ¬

processing   of   data   center   floZs.    All   data   gathering   is   performed   b\   the   DSC   or   DSS,   remoYing   an\   oYerhead  ¬

bXrdens   from   the   Zorkload   hosts.    There   are   no   clients   to   load,   proYiding   no-penalt\   Yisibilit\   to   the   ML   tools   of  ¬

interest   to   alloZ   them   to   inYestigate   the   floZs   for   threats.  ¬

Pensando   has   created   an   open-soXrce   Kafka   bXs,   called    Lago ,   to   stream   this   telemetr\   to   as   man\   ML   tools   as  ¬

necessar\   for   each   agenc\.    Lago   is   designed   to   sXpport   mXltiple   ML   engines   if   desired,   increasing   an  ¬

organi]ation's   abilit\   to   determine   if   a   breach   is   taking   place.  ¬

The   oXtpXt   of   these   EDR/XDR   tools   can   be   presented   to   a   SIEM,   or   the   ML   tool   can   directl\   pXsh   commands  ¬

back   to   the   PSM   Yia   open   REST   APIs,   to   modif\   the   appropriate   DSC   or   DSS   configXrations   in   the   netZork   and  ¬

simplif\   an\   mitigation   needs.  ¬

  

DSC   and   DSSes   act   as   sensors   close   to   workloads   to   collect   quality   data.  ¬

 ¬

 ¬ ¬
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Network   and   S\stem   Logs  ¬

SecWiRQ   8   (a)   VWaWeV:  ¬

 ¬

Pensando’s   Approach:   

As   described   earlier   in   this   oYerYieZ,   the   DSC   and   DSS   can   proYide   complete   packet   captXres   and   fXll   netZork  ¬

telemetr\   Yia   ERSPAN,   IPFIX,   and   S\slog   records   for   all   floZs   in   the   data   center,   enhanced   b\   integrations   Zith  ¬

partners   sXch   as   SplXnk   and   Elastic   to   collect,   YisXali]e,   and   store   this   telemetr\.    These   capabilities   dramaticall\  ¬

simplif\   the   process   of   gathering   netZork   telemetr\.    The   DSC   in   each   serYer   or   sZitch   proYides   the   abilit\   to  ¬

accXratel\   captXre   all   floZs   in   the   data   center,   ZithoXt   placing   an\   operational   or   resoXrce   bXrden   on   other  ¬

netZork   elements   or   hosted   Zorkloads.    (The   DSS   has   the   same   capabilities   toda\,   e[cept   for   encr\ption  ¬

betZeen   Zorkloads,   Zhich   is   being   eYalXated   for   inclXsion   in   a   DSS   softZare   Xpdate.)  ¬

Since   the   telemetr\   is   collected   before   encr\ption   of   data   in   flight,   the   DSC   can   proYide   a   distribXted   fireZall,  ¬

and   encr\pt   all   E/W   floZs   in   the   data   center   simXltaneoXsl\,   ZithoXt   impacting   data   gathering,   increasing  ¬

latenc\/jitter,   or   Xsing   additional   serYer   resoXrces.  ¬

The   Lago   frameZork   can   be   Xsed   to   share   an\   telemetr\   soXrce   (IPFIX,   S\slog,   and   DSC   statistics),   as   seen   Zith  ¬

the   SplXnk   and   Elastic   integrations   alread\   described.   Its   e[tensibilit\   and   open   interface   design   are   Zell-sXited  ¬

to   the   eYolYing   needs   of   long-term   telemetr\   storage;   a   neZ   topic   can   be   easil\   added   in   sXpport   of   an\  ¬

additional   data   collection   reqXirements.  ¬

SXmmaU\  ¬
The   Pensando   platform   is   ideall\   sXited   to   satisf\   ke\   proYisions   of   the   Ma\   2021   C\bersecXrit\   E[ecXtiYe   Order.  ¬

The   solXtions   described   in   this   brief   haYe   been   bXilt   to   groZ   be\ond   the   needs   of   toda\·s   h\perscalars   and   can  ¬

be   easil\   added   to   an\   neZ   or   e[isting   serYer   Zith   no   negatiYe   impact   on   performance   or   scale.   The   Pensando  ¬

DistribXted   SerYices   Platform   is   fXll\   softZare-programmable,   enabling   the   deplo\ment   of   neZ   capabilities,  ¬

serYices   and   protocols   throXgh   secXre   softZare   Xpdates   as   fXtXre   reqXirements   are   placed   on   agencies.    For  ¬

fXrther   information,   please   contact   Xs   on   the   Zeb   at    pensando.io ,   or   Yia   email   at    info@pensando.io . ¬
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Information   from   netZork   and   s\stem   logs   on   Federal   Information   S\stems   (for   both   on-premises  ¬

s\stems   and   connections   hosted   b\   third   parties,   sXch   as   [cloXd   serYice   proYiders])   is   inYalXable  ¬

for   both   inYestigation   and   remediation   pXrposes.    It   is   essential   that   agencies   and   their   IT   serYice  ¬

proYiders   collect   and   maintain   sXch   data   and,   Zhen   necessar\   to   address   a   c\ber   incident   on  ¬

FCEB   Information   S\stems,   proYide   them   Xpon   reqXest   to   the   Secretar\   of   Homeland   SecXrit\  ¬

throXgh   the   director   of   CISA   and   to   the   FBI,   consistent   Zith   applicable   laZ.   


