
 DaWa CenWeU ChallengeV 

 AV WKH QXPEHU DQG W\SHV RI DSSOLFDWLRQV FRPSDQLHV GHSOR\ DFFHOHUDWHV, VHFXULW\ ULVNV FRQWLQXH WR JURZ 
 H[SRQHQWLDOO\.  IQ WKH SDVW, LW ZDV FRQVLGHUHG VXIILFLHQW WR FRQWURO H[WHUQDO DFFHVV WR WKH GDWD FHQWHU³HVVHQWLDOO\ 
 D SHULPHWHU RU NRUWK/SRXWK ILUHZDOO³DV PRVW IORZV ZHUH EHWZHHQ HQG XVHUV DQG DQ DSSOLFDWLRQ EDFNHQG. 

 WLWK WKH JURZWK RI GLVWULEXWHG DSSOLFDWLRQV, YLUWXDOL]DWLRQ, DQG FRQWDLQHUL]DWLRQ, 70-80% RI WKH WUDIILF LQ D GDWD 
 FHQWHU LV QRZ EDVW/WHVW, FUHDWLQJ PRUH FRPSOH[ VHFXULW\ FKDOOHQJHV ZLWKLQ WKH GDWD FHQWHU LWVHOI. 

 AGGUHVVLQJ EDVW/WHVW VHFXULW\ LQWURGXFHV WZR IXQGDPHQWDO FKDOOHQJHV: 

 ●  Security must scale  DORQJVLGH DSSOLFDWLRQ JURZWK ZLWKRXW  LQFUHDVLQJ ODWHQF\, GHFUHDVLQJ WKURXJKSXW, RU 
 DGGLQJ FRPSOH[LW\ WR QHWZRUN GHVLJQ. 

 ●  TKH SURSHU VHFXULW\ UXOHV EHWZHHQ HDFK DSSOLFDWLRQ QHHG WR EH GHWHUPLQHG DQG LPSOHPHQWHG, VLPSO\ 
 DQG DFFXUDWHO\.  GLYHQ WKH FRPSOH[LW\ DQG IUHTXHQF\ RI WKLV WDVN,  automation is key  . 

 TKH FRPELQDWLRQ RI WKH  PenVandR DiVWUibXWed SeUYiceV  PlaWfRUm  DQG WKH  GXaUdicRUe CenWUa SecXUiW\ PlaWfRUm 
 XQLTXHO\ DGGUHVVHV ERWK RI WKHVH SUREOHPV: 

 ●  TKH PHQVDQGR SODWIRUP SURYLGHV QHWZRUN VHUYLFHV WKDW HIILFLHQWO\ VFDOH ZLWK \RXU HQWHUSULVH, 
 WUDQVSDUHQWO\ RIIORDGLQJ DQG LVRODWLQJ FULWLFDO IXQFWLRQV IURP \RXU VHUYHU KDUGZDUH DQG VRIWZDUH. 

 ●  GXDUGLFRUH CHQWUD DXWRPDWLFDOO\ GLVFRYHUV DSSOLFDWLRQV DQG IORZV³ LQFOXGLQJ SURFHVV-WR-SURFHVV 
 FRPPXQLFDWLRQV³DQG FUHDWHV FRQWH[WXDO PDSV WKDW PDNH XQGHUVWDQGLQJ DFWLYLW\ DQG FUHDWLQJ SROLFLHV 
 VLPSOH.  TKLV DOORZV IRU DOO EDVW/WHVW ILUHZDOO UXOHV WR EH FUHDWHG LQ DQ DXWRPDWHG IDVKLRQ, ZKLFK FDQ WKHQ 
 EH LPSOHPHQWHG, DJHQW-IUHH, RQ WKH PHQVDQGR SODWIRUP. 

 TKH LQWHJUDWLRQ RI WKHVH WZR JURXQGEUHDNLQJ SODWIRUPV GHOLYHUV XQSUHFHGHQWHG VHFXULW\ WR PDWFK WKH 
 LQFUHDVLQJ ULVNV LQ OHDGLQJ-HGJH DSSOLFDWLRQ GHSOR\PHQWV. 

 SecXUiW\ aW Scale 

 SHFXULW\ PRQLWRULQJ DQG SURWHFWLRQ KDV WUDGLWLRQDOO\ EHHQ LPSOHPHQWHG E\ KDUGZDUH DSSOLDQFHV RU VM KRVWHG 
 ILUHZDOOV. IQ HLWKHU FDVH, WKH VKLIW IURP VLPSOH NRUWK/SRXWK WUDIILF SDWWHUQV WR D YLUWXDOL]HG/GLVWULEXWHG DSSOLFDWLRQ 
 HQYLURQPHQW FUHDWHV WKH QHHG WR ´WURPERQHµ WUDIILF³HLWKHU SK\VLFDOO\ RU ORJLFDOO\³WR WKH ILUHZDOO EHIRUH LW 
 UHDFKHV LWV GHVWLQDWLRQ ZRUNORDG.  TKLV FRPSOH[LW\ KDV KLVWRULFDOO\ FUHDWHG VHYHUDO FKDOOHQJHV: 

 ●  IQVHUWLQJ VHFXULW\ QRZ UHTXLUHV PRGLILFDWLRQ WR WKH QHWZRUNLQJ OD\HUV; 
 ●  WRUNORDG PRELOLW\ UHTXLUHV WKH UH-HVWDEOLVKPHQW RI VHFXULW\ DV DQ HOHPHQW RI DQ\ UHORFDWLRQ³HLWKHU RQ D 

 QHZ DSSOLDQFH RU E\ WUDFNLQJ WR D QHZ LQOLQH VM; 
 ●  LDWHQF\ LV LQFUHDVHG, ERWK E\ VHFXULW\ SURFHVVLQJ DQG E\ DGGLWLRQDO QHWZRUN KRSV; 
 ●  SHFXULW\ LV QRZ D PXOWL-GLPHQVLRQDO SUREOHP, DV HDFK ILUHZDOO QHHGV WR EH VL]HG IRU WKH EDQGZLGWK RI WKH 

 ZRUNORDGV LW LV SURWHFWLQJ.  A VLPSOH DSSOLFDWLRQ XSGDWH FDQ FKDQJH WUDIILF YROXPHV DQG LQYDOLGDWH 
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 ILUHZDOO VFDOLQJ.  WRUNORDG PRELOLW\ FDQ FUHDWH ILUHZDOO ´KRW VSRWVµ, OHDGLQJ WR GURSSHG IORZV DQG 
 LPSDFWLQJ DSSOLFDWLRQ SHUIRUPDQFH. 

 Figure 1. Traditional fireZall appliances require E/W traffic to be tromboned 
 betZeen source and destination, increasing comple[it\ and introducing 

 performance issues. 

 TKH PHQVDQGR SODWIRUP VROYHV WKLV SUREOHP DUFKLWHFWXUDOO\, E\ VHSDUDWLQJ VHFXULW\ IXQFWLRQV IURP WKH [86 
 HQYLURQPHQW, RSHUDWLQJ V\VWHP, RU K\SHUYLVRU, DQG GHOLYHULQJ WKH DGYDQWDJHV RI D GHGLFDWHG VHFXULW\ 
 DSSOLDQFH DW WKH VHUYHU HGJH, IRU RSWLPDO VFDOH DQG HIILFLHQF\. 

 TKH PHQVDQGR DLVWULEXWHG SHUYLFHV CDUG (DSC) LV D FXVWRP, IXOO\ SURJUDPPDEOH SURFHVVRU RSWLPL]HG WR GHOLYHU 
 FORXG, FRPSXWH, QHWZRUNLQJ, VWRUDJH DQG VHFXULW\ VHUYLFHV ZKHUHYHU GDWD LV ORFDWHG.  IW LV D WDPSHU SURRI, 
 DQWL-FRXQWHUIHLW IXQFWLRQ DFFHOHUDWRU WKDW FDQ SURYLGH ZRUNORDG VHFXULW\ DQG SURWHFW K\SHUYLVRU RU EDUH PHWDO 
 RSHUDWLQJ V\VWHPV DV ZHOO. B\ KRVWLQJ VHFXULW\ IXQFWLRQV RXWVLGH RI WKH [86 KDUGZDUH/VRIWZDUH VWDFN, DQ\ 
 FRPSURPLVH LQ WKH NHUQHO RU XVHU VSDFH FDQQRW DIIHFW VHFXULW\ SROLF\ HQIRUFHPHQW. 

 SLQFH DOO WUDIILF WR RU IURP HDFK VHUYHU DOUHDG\ SDVVHV WKURXJK WKH DSC DFWLQJ DV LWV QHWZRUN LQWHUIDFH, HQDEOLQJ 
 ILUHZDOO IXQFWLRQDOLW\ RQ WKH DSC GHOLYHUV VHFXULW\ DW VFDOH.  EDFK VHUYHU KDV D DSC, VR VHFXULW\ FDSDELOLWLHV VFDOH 
 ZLWK HDFK QHZ VHUYHU DGGHG WR WKH GDWD FHQWHU.  EDFK DSC GHOLYHUV ILUHZDOO VHUYLFHV (VXSSRUWHG LQ EDUH PHWDO, 
 YLUWXDOL]HG (MLFURVRIW H\SHU-V, LLQX[ KVM) DQG FRQWDLQHUL]HG HQYLURQPHQWV) DW IXOO OLQH UDWH IRU HDFK VHUYHU; 
 ILUHZDOO EDQGZLGWK LV DXWRPDWLFDOO\ GLPHQVLRQHG IRU WKH GDWD FHQWHU·V QHHGV.  SLQFH VHUYLFHV DUH LVRODWHG IURP 
 WKH [86 KDUGZDUH/VRIWZDUH VWDFN, HYHU\ VHUYHU FDQ SURWHFW DOO ZRUNORDGV ZLWKRXW DQ\ SHUIRUPDQFH LPSDFW. 
 NHWZRUN WURPERQLQJ LV QR ORQJHU D FRQFHUQ:  DQ\ IORZ EHWZHHQ ZRUNORDGV ZLOO WUDYHUVH DSCV ZLWKRXW DQ\ 
 UHGLUHFWLRQ QHHGHG, IXUWKHU VLPSOLI\LQJ WKH GDWD FHQWHU DUFKLWHFWXUH. 
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 SecXUiW\ SimSlified 

 WLWK VHFXULW\ VHUYLFHV QRZ D VFDODEOH IXQFWLRQ RI WKH GDWD FHQWHU IDEULF, WKH VHFRQG FKDOOHQJH WR DGGUHVV LV WR 
 GHWHUPLQH WKH SURSHU ILUHZDOO UXOHV WR EH HQIRUFHG. 

 GXDUGLFRUH CHQWUD LV DEOH WR DXWRPDWLFDOO\ GHWHUPLQH WKH SURSHU UXOHV EHWZHHQ DSSOLFDWLRQV LQ WKH GDWD 
 FHQWHU E\ PRQLWRULQJ WKH WUDIILF ORJV EHWZHHQ DSSOLFDWLRQV DQG OHDUQLQJ WKH SURSHU UXOHV WR VXSSRUW WKHVH IORZV 
 DQG EORFN DQ\ RWKHU DWWHPSWV WR DFFHVV WKHVH ZRUNORDGV.  TKH PHQVDQGR SODWIRUP SURYLGHV WKH UDZ GDWD, ZLWK 
 HDFK DSC PRQLWRULQJ DOO IORZV DQG SDVVLQJ WKDW ORJ LQIRUPDWLRQ WR GXDUGLFRUH.  CHQWUD DQDO\]HV WKHVH IORZV, 
 OHDUQV KRZ WKH ZRUNORDGV FRPPXQLFDWH, DQG WKHQ FUHDWHV D VHW RI ILUHZDOO UXOHV WR HQIRUFH WKHVH IORZV. TKHVH 
 UXOHV DUH WKHQ SDVVHG EDFN WR WKH PHQVDQGR PROLF\ DQG SHUYLFHV MDQDJHU (PSM), WKH FHQWUDOL]HG PDQDJHPHQW 
 FRPSRQHQW RI WKH PHQVDQGR SODWIRUP, ZKLFK WKHQ HVWDEOLVKHV DQG PDLQWDLQV WKH DSSURSULDWH SROLFLHV RQ HDFK 
 DSC.  OQFH WKHVH UXOHV DUH LQ SODFH, GXDUGLFRUH CHQWUD FDQ FRQWLQXH WR PRQLWRU DSSOLFDWLRQ IORZV (ERWK WKRVH 
 EORFNHG DQG WKRVH WKDW SDVV WKURXJK WKH ILUHZDOO) WR YHULI\ WKDW SURSHU DSSOLFDWLRQ SROLFLHV DUH EHLQJ HQIRUFHG 
 DQG XSGDWH WKHP DV VHUYLFHV DUH DGGHG RU PRGLILHG. 

 Figure 2.The Pensando platform's distributed stateful serYices implement a 
 fle[ible, centrall\-managed fireZall and floZ monitoring solution that scales Zith 

 applications and eliminates the need for tromboning.. 

 ConclXVion 

 SHFXULW\ LV RQH RI PDQ\ LQIUDVWUXFWXUH VHUYLFHV WKDW WKH PHQVDQGR DLVWULEXWHG SHUYLFHV PODWIRUP FDQ GHOLYHU DW WKH 
 VHUYHU HGJH. TRJHWKHU, GXDUGLFRUH DQG PHQVDQGR DGGUHVV WKH WZR PRVW FKDOOHQJLQJ SUREOHPV LQ VHFXULQJ 
 QH[W-JHQHUDWLRQ DSSOLFDWLRQ DUFKLWHFWXUH: VFDOH DQG DXWRPDWLRQ. B\ PDNLQJ ILUHZDOO VHUYLFHV D SHUYDVLYH, 
 VFDODEOH SDUW RI WKH GDWD FHQWHU IDEULF DQG DXWRPDWLQJ DSSOLFDWLRQ ILUHZDOO UXOHV, HIIHFWLYH VHFXULW\ GRHV QRW 
 LPSDFW ZRUNORDG SHUIRUPDQFH RU VFDODELOLW\.  EDVW/WHVW VHFXULW\ FDQ QRZ VFDOH ZLWK DSSOLFDWLRQV, DQG XSGDWH 
 DV WKH VHUYLFHV WKHPVHOYHV DUH XSGDWHG³HQDEOLQJ DQ HDV\-WR-SURYLVLRQ DQG VHFXUH GDWD FHQWHU, DQG DW WKH 
 VDPH WLPH IUHHLQJ H[SHQVLYH [86 KDUGZDUH/VRIWZDUH UHVRXUFHV. 
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