
 IQWURdXcWiRQ 
 In SepWember 2020, VMZare annoXnced  PURMecW MRQWeUe\  , a significanW shifW in Wheir hardZare archiWecWXre 
 focXs.  Taking a page from Whe h\perscalers, VMZare is moYing ke\ infrasWrXcWXre fXncWions sXch as neWZorking, 
 secXriW\, and sWorage off of Whe serYer, Zhere Whe\ conWend ZiWh applicaWions for e[pensiYe [86 serYer resoXrces, 
 and acceleraWing Whem in domain-specific hardZare from Pensando and oWher Yendors. 

 InfUaVWUXcWXUe fXncWionV WhaW foUmeUl\ conWended foU CPU UeVoXUceV aUe noZ 
 efficienWl\ and VecXUel\ hoVWed on domain-Vpecific haUdZaUe. 

 OYer Whe lasW decade, Whe h\perscalers (AWS, MicrosofW, NeWfli[, among oWhers) haYe been idenWif\ing and 
 addressing Whe limiWs of Zorkloads deplo\ed in a WradiWional leaf/spine archiWecWXre. These same limiWs are noZ 
 becoming a realiW\ for all leYels of enWerprise daWa cenWers. 

 BUiQgiQg H\SeUVcale WR EQWeUSUiVe DaWa CeQWeUV 

 In Whe pasW, Whe leYels of inWegraWion and scale WhaW are a necessiW\ in Whe cloXd Zorld Zas noW aYailable Wo an 
 enWerprise (or carrier) daWa cenWer³iW depended on Whe inYesWmenWs and engineering sWaff of Whe h\perscalers. 
 The  PeQVaQdR DiVWUibXWed SeUYiceV PlaWfRUP  has democraWi]ed  clRXd-leYel Vcale  ,  VecXUiW\  , and  RbVeUYabiliW\  , 
 pXWWing iW ZiWhin Whe reach of an\ organi]aWion. 
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 The PenVando DiVWUibXWed SeUYiceV PlaWfoUm iV a compUehenViYe ne[W-geneUaWion infUaVWUXcWXUe foU deliYeUing 
 VofWZaUe-defined VeUYiceV aW Whe VeUYeU edge. 

 Since fXncWion acceleraWors like Whe  PeQVaQdR DiVWUibXWed SeUYiceV CaUd  (  DSC  ) are secXrel\ separaWed from Whe 
 hosW operaWing s\sWem and h\perYisor, Whe\ are proWecWed from aWWacks based on malZare or rogXe rooW admin 
 access.  Regardless of ZhaW happens in Whe applicaWion la\er, infrasWrXcWXre serYices are isolaWed, proWecWed, 
 and Xnable Wo be compromised. 

 NoW onl\ is Whis Whe model VMZare has chosen Wo sXpporW ProjecW MonWere\, iW is Whe foXndaWional Yision of 
 Pensando and Whe solXWions Ze are bringing Wo oXr cXsWomers Wo scale Wheir daWa cenWers, regardless of hoZ 
 Whe\ hosW Wheir Zorkloads. 

 The Road to Montere\ 
 VMZare, noWing Whe lessons of Whe h\perscalers, is bringing Wheir neWZorking, secXriW\, and sWorage fXncWions inWo 
 Whe serYer edge. B\ opWimi]ing Whe infrasWrXcWXre serYices Whe\ deliYer Woda\ on ne[W-generaWion fXncWion 
 acceleraWors, Whe\ no longer mXsW rel\ on nor impacW serYer CPU resoXrces: Whe Pensando DSC can noZ hosW 
 ProjecW MonWere\ for VMZare aW scale ZiWh no impacW on Whe serYer hosW. This alloZs an\ enWerprise Wo scale Wheir 
 Zorkloads on each serYer.  This approach is noW onl\ Yalid for YirWXali]ed applicaWions, bXW for Whe firsW Wime, 
 bare-meWal hosWed serYices, Woo. 

 BXW noZ Whe focXs moYes from archiWecWXre Wo operaWions.  While Whe need Wo piYoW Wo infrasWrXcWXre serYices aW 
 Whe serYer edge shoXld noZ be apparenW, Whe operaWional WransiWion Wo sXpporWing Whis archiWecWXre deserYes an 
 e[Wended conYersaWion.  If Whe goal is Wo moYe fXncWions formerl\ deplo\ed in Whe ToR, appliance, or VMs in Whe 
 daWa cenWer, Wo Whe serYer edge, Whis neZ model for simplificaWion and scale needs Wo be operaWionali]ed. 
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 The JRXUQe\ IV (AlVR) Whe ReZaUd 
 For Whe operaWions Weam, inWrodXcing an\ neZ solXWion mXsW be an incremenWal approach, and Whe Pensando 
 plaWform is designed Wo accommodaWe Whis.  As neZ feaWXres are gradXall\ inWrodXced, policies can be 
 deYeloped, neZ insighWs can be inWegraWed , and Whe handoff from serYer Wo neWZork can be defined. 

 Pensando is XniqXel\ posiWioned Wo proYide a phased WransiWion³Whe  RRad WR MRQWeUe\  ³noW as an abrXpW shifW 
 WhaW sXddenl\ breaks e[isWing managemenW models before an\ neZ benefiWs can be reali]ed, bXW in a Za\ WhaW 
 cXsWomers can gain Whe pracWices and skills reqXired for Whis neZ archiWecWXre ZiWhoXW disrXpWing operaWions. 
 Pensando is XniqXe becaXse iW has bXilW a robXsW plaWform Wo sXpporW daWa cenWer/cloXd deplo\menWs, based 
 on a P4 programmable processor, a fXll sofWZare sWack for WhaW fXncWion acceleraWor, and cenWrali]ed polic\, 
 serYices, and life c\cle managemenW Wo absWracW and simplif\ all WhaW Whe plaWform can noZ deliYer. 

 TKUHH-\HaU TCO BHQHILWV PURYLdHd b\ PHQVaQdR LQ WKH EQWHUSULVH DaWa CHQWHU:  The Enterprise 
 Strateg\ Group (ESG) reYieZed the Pensando platform and uncoYered economic benefit 
 for enterprises, carriers, and cloud serYice proYiders. 

 ESG·s anal\sis found that Pensando·s scale-out softZare-defined serYices approach 
 enabled organi]ations to centrali]e management, simplif\ administration, and optimi]e 
 performance, confirming that the Pensando platform alloZs customers to consolidate 
 netZork monitoring, eliminate appliances, reduce netZork doZntime, increase serYer 
 utili]ation efficienc\, and improYe securit\. 

 ESG·s modeled scenarios demonstrate significant saYings for both traditional enterprises 
 and cloud serYice proYiders, and conYersations Zith real-Zorld customers confirm that. ESG 
 found that an enterprise Zith 2,000 serYers could saYe  84%  RYHU WKUHH \HaUV  b\ 
 consolidating netZork monitoring, east-Zest fireZalls, load balancers, and 
 micro-segmentation. 
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 PaiQ PRiQW: CRPSle[iW\ 
 As applicaWions groZ in nXmber, scale, and sophisWicaWion, Whe resXlWing neWZorking challenges reqXire an 
 eYer-e[panding range of discreWe neWZork appliances: 

 ●  Top of Rack (ToR) sZiWches Wo proYide neWZorking, WelemeWr\, and TAP (Traffic Access PoinW)/mirroring 
 sXpporW 

 ●  FireZalls (eiWher ph\sical or YirWXal) Wo sXpporW secXriW\ beWZeen Zorkloads 

 ●  Load balancers (eiWher ph\sical or YirWXal) Wo sXpporW scale beWZeen Zorkloads 

 ●  Encr\pWion/decr\pWion deYices (someWimes ph\sical, ofWen YirWXal) Wo proWecW daWa in WransiW 

 ●  SWorage neWZorks rXnning across EWherneW or on Wheir oZn dedicaWed neWZorks 

 While each of Whese componenWs makes sense on iWs oZn Wo address a specific problem, Whe sheer ZeighW of all 
 of Whem is a neWZorking design/scale headache, ZiWh comple[ dependencies on applicaWion Zorkloads: Do I 
 need Wo add anoWher fireZall for eYer\ 10 neZ Zorkloads, or is iW 12? Are m\ load balancers in Whe righW locaWions 
 Wo opWimi]e floZs beWZeen neZ applicaWions? Can I encr\pW m\ Wraffic, or Zill WhaW redXce m\ applicaWion scale 
 on each serYer³driYing Xp comple[iW\ and cosW? HoZ do I ensXre WhaW Whe Wraffic beWZeen WZo Zorkloads can 
 be properl\ inspecWed? 

 Modeling hoZ man\ of Whese YirWXal/ph\sical appliances need Wo be added Wo Whe neWZork becomes \eW 
 anoWher elemenW of comple[iW\. 

 SRlXWiRQ:  The h\perscalers Wook a differenW approach: b\ migraWing all of Whese fXncWions Wo rXn in sofWZare on 
 each serYer (sofWZare-defined neWZorking, or SDN), neWZork serYices scaled as eYer\ neZ serYer Zas added. 

 Scaling Whe ph\sical neWZork iWself Zas noZ simplified Wo a maWWer of focXsing on connecWiYiW\ and floZ isolaWion. 

 PaiQ PRiQW: OYeUhead 
 The ne[W challenge emerged as EasW/WesW bandZidWh conWinXed Wo increase.  When daWa cenWer serYers Zere 
 inWerconnecWed aW 10G, VM/h\perYisor deplo\ed InfrasWrXcWXre serYices bXrden on serYer resoXrces Zas noW 
 significanW.  BXW as neWZorks migraWe Wo 25G, Whis bXrden has groZn Wo consXme 30% of Whe serYer core Zorkload, 
 impacWing applicaWion performance and scale. 

 SRlXWiRQ:  H\perscalers began looking inWo hoZ Wo redXce Whe impacW of SDN impacW on Whe serYer CPU 
 enYironmenW, and e[plored offloading Whem Wo neWZork coprocessors (fXncWion acceleraWors  /SmarWNICs). 1

 As companies like AWS, ZiWh Wheir ´NiWroµ acceleraWor iniWiaWiYe (based on Wheir 2015 acqXisiWion of hardZare 
 compan\ AnnapXrna Labs) moYed YirWXali]ed neWZorking, secXriW\, WelemeWr\, and sWorage serYices from Wheir 
 [86 cores Wo dedicaWed hardZare acceleraWors, Whe\ resWored serYer scalabiliW\ and aW Whe same Wime gained 
 fasWer, more scalable, and more secXre cloXd capabiliWies. 

 IW also alloZed Whem Wo decoXple serYer Zorkload innoYaWion and neWZork infrasWrXcWXre innoYaWion c\cles, ZiWh 
 Whe added secXriW\ of isolaWing neWZork serYices from [86 sofWZare, remoYing a significanW WhreaW YecWor. 

 Where to Begin 
 The paWh Wo opWimi]ing aW Whe serYer edge is alread\ aYailable: Organi]aWions can leYerage fXncWions Woda\ Wo 
 bXild Whe mXscle memor\ and operaWional processes for Whis neZ Zorld.  The earliesW serYices WhaW can be 
 leYeraged haYe been hisWoricall\ rXnning in Whe Top of Rack (ToR) sZiWches in Whe daWa cenWer, and noZ are 
 aYailable aW Whe serYer edge. 

 1  FXncWion acceleraWors: Ne[W-generaWion domain-specific processors ZiWh capabiliWies be\ond classic SmarWNIC 
 Wechnologies³someWimes also knoZn as daWa processing XniWs or fXncWion offload co-processors 
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 MeWUicV aQd TelePeWU\/IPFIX 
 The Pensando DSC is in an ideal posiWion Wo gaWher anal\Wics on boWh Whe PCIe and EWherneW sides of Whe serYer, 
 proYiding a XniqXe leYel of insighW WhaW is noW possible in WradiWional ToR-based models, aW Whe same Wime 
 addressing comple[iW\ and oYerhead b\ eliminaWing moniWoring appliances and Whe need for ´Wromboningµ 
 This neZ e[Wension of WelemeWr\ is ke\ Wo ansZering Whe firsW and mosW fXndamenWal qXesWion in applicaWion 
 WroXbleshooWing: Is iW a serYer/applicaWion issXe, or a neWZork issXe? 

 TradiWionall\, deWermining Whe ansZer ZoXld reqXire insWalling an agenW or sensor on a Zorkload WhaW coXld 
 idenWif\ TCP errors sXch as TCP reseWs or reWransmissions, or anal\]ing a TCP dXmp or fXll packeW capWXre.  TCP 
 error deWecWion is a naWiYe serYice and is applied Wo eYer\ floZ WhaW passes WhroXgh Whe Pensando DSC. 

 The Pensando plaWform makes WelemeWr\ an effecWiYe and perYasiYe Wool: iW·s eas\ Wo gaWher WelemeWr\ aW each 
 serYer and sWream iW all in real Wime³ZiWhoXW impacWing Whe serYer's performance or degrading neWZork 
 performance.  And since a DSC is locaWed in each serYer, WelemeWr\ capabiliW\ aXWomaWicall\ scales as Whe 
 applicaWion fooWprinW e[pands, no longer limiWed b\ appliance oYersXbscripWion models. 

 The DSC Xses sWandard floZ-based proWocols sXch as IPFIX Wo sWream all of Whis daWa Wo e[isWing collecWors in each 
 daWa cenWer, adding scale Wo proYen, refined neWZorking capabiliWies and bringing Whem Wo Whe serYer edge. 

 HaYing scalable access Wo WelemeWr\ makes iW possible Wo feed machine learning engines across secXriW\, ADM, 
 neWZorking, and DDOS inWegraWions.  The Pensando plaWform is ideall\ siWXaWed Wo leYerage e[isWing 3rd-parW\ 
 daWa cenWer Yendors, as Whe WelemeWr\ ´single soXrce of WrXWhµ, and aXgmenW ZiWh neZ ones ZheneYer Whe\ 
 become aYailable.  Pensando has designed a Kafka-based solXWion, Lago, Zhich aggregaWes Whe mXlWiple DSC 
 WelemeWr\ floZs and implemenWs simple pXb/sXb inWegraWion for 3rd parW\ AI/ML engines, making iW eas\ Wo 
 proYide Whe righW feed Wo Whe righW parWner solXWion Wo sXpporW Wheir YalXe ZiWhin Whe daWa cenWer.  AddiWionall\, 
 an\ necessar\ acWions deWermined b\ ML parWners can be immediaWel\ pXshed back Wo Whe PSM Yia iWs open 
 REST API Wo XpdaWe neWZork policies.  This is WrXe daWa cenWer aXWomaWion based on ML insighWs addressing Whe 
 concerns of neWZorking, secXriW\, or eYen sWorage insighWs. 

 PenVando feedV high-qXaliW\ neWZoUk daWa Wo e[iVWing and fXWXUe elemenWV 
 of Whe AI/ML ecoV\VWem. 

 . 
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 ERSPAN/SPaUW-CaSWXUe/TAP 
 Similarl\, granXlar packeW capWXre fXncWions are noZ insWanWl\ aYailable aW Whe serYer edge. If WelemeWr\ is Whe 
 firsW line of operaWional insighW, TAPs are Whe ne[W criWical sWep Wo deWermine ZhaW is happening beWZeen WZo 
 Zorkloads and ZhaW needs Wo be done Wo fi[ Whe issXe. While Whe abiliW\ Wo TAP or deliYer ERSPAN Wraffic  has 
 been aYailable in sZiWched neWZorks for a Zhile noZ, leYeraging iW has been challenging. 

 In Whe earl\ da\s of neWZork WroXbleshooWing, Where Zas almosW alZa\s a one-Wo-one relaWionship beWZeen a 
 serYer and Zorkload, so iW Zas WriYial Wo XndersWand ZhaW serYer a Zorkload Zas rXnning on, ZhaW ToR iW Zas 
 aWWached Wo. If Ze eYer needed WelemeWr\ or needed Wo TAP Whe floZ beWZeen WZo Zorkloads, iW Zas eas\ Wo 
 deWermine Zhere in Whe neWZork Wo reqXesW iW. ThaW is noW Whe case in Woda\'s YirWXali]ed Zorld. 

 Toda\, Wo TAP Whe Wraffic beWZeen WZo Zorkloads, Ze need Wo: 

 ●  DeWermine Zhich serYer is cXrrenWl\ hosWing WhaW Zorkload³VMs and Pods can moYe from serYer Wo 
 serYer based on design and scale demands 

 ●  DeWermine Zhich ToR WhaW serYer is aWWached Wo and ZheWher WhaW ToR can TAP Wraffic. If iW does, Ze When 
 TAP Whe floZ (or WrXnk) XnidirecWionall\ 

 ●  Perform Whe same process in reYerse Wo TAP Whe reWXrn Wraffic 

 CXsWomers reporW WhaW prior Wo implemenWing Whe Pensando plaWform, Whe Wime from an applicaWion alerW Wo 
 WelemeWr\ inYesWigaWion Wo implemenWing a bi-direcWional TAP Zas W\picall\ 45 minXWes Wo 2 hoXrs. 

 In a serYer edge model, Whe comple[iW\ of manXall\ deWermining a Zorkload·s floZ from serYer Wo ToR goes 
 aZa\. The Pensando Polic\ and SerYices Manager (PSM), Zhich manages all deplo\ed DSCs, handles Whe 
 Xnderl\ing deWails: Whe operaWor selecWs Whe WZo Zorkloads in qXesWion, and a bi-direcWional TAP/mirror is 
 configXred on Whe appropriaWe DSC, no maWWer Zhere iW is in Whe daWa cenWer. A TAP/mirror can be sWarWed 
 manXall\ b\ an operaWor in jXsW a feZ minXWes, or eYen aXWomaWed Yia Whresholds in seconds. 

 The PenVando plaWfoUm WUanVfoUmV TAP fUom a comple[ pUoceVV 
 Wo an alZa\V-aYailable VeUYice. 

 As ZiWh WelemeWr\, d\namic TAP/mirror brings immediaWe YalXe Wo Whe daWa cenWer's prodXcWiYiW\, XpWime, and 
 operaWional simpliciW\. Perhaps eYen more significanWl\, Whe benefiWs reali]ed b\ haYing Whese serYices readil\ 
 aYailable Zill driYe operaWing model changes oYer Wime. HisWoricall\ a NOC has noW had access Wo daWa aW Whe 
 serYer leYel, being resWricWed Wo Whe ToR--bXW Whe\ do ZiWh Whe Pensando plaWform and Zill conWinXe Wo do so ZiWh 
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 ProjecW MonWere\. Long before ProjecW MonWere\ shifWs Whe fXll seW of neWZork infrasWrXcWXre fXncWions Wo Whe 
 SerYer Edge, operaWions can immediaWel\ begin Wo increase Wheir YisibiliW\ inWo serYer issXes b\ leYeraging edge 
 fXncWionaliW\, Zhich Zill also simplif\ Whe migraWion from Whe ToR Wo Whe SerYer Edge. 

 One e[ample is Whe abiliW\ Wo implemenW TAP-as-a-serYice, Zhere an applicaWion oZner can creaWe and 
 manage Wheir oZn TAP sessions ZiWhoXW haYing Wo make a reqXesW Wo Whe neWZorking Weam--Zhich sWill reWains fXll 
 YisibiliW\ inWo Whe process. Since TAPs are cenWrall\ conWrolled Yia Whe PSM,  and Whe DSC has direcW YisibiliW\ Wo Whe 
 Zorkload; Whe Pensando plaWform simplifies deWermining Zhere and hoZ Wo TAP.  The applicaWion oZner conWrols 
 Wheir WroXbleshooWing in Whe same Za\ Whe\ can in Whe cloXd--improYing MTTR and aXWomaWing ZhaW Zas 
 formerl\ a series of manXal Wasks for Whe NOC. 

 MRYiQg MRUe SeUYiceV WR Whe Edge: 
 EQcU\SWiRQ Rf DaWa iQ FlighW 
 OWher fXncWions oXWside of Whe more NeWZork OperaWions-cenWric serYices jXsW discXssed are also migraWing Wo Whe 
 serYer edge, sXch as EasW/WesW encr\pWion. 

 Encr\pWing Wraffic ZiWhin Whe daWa cenWer has been a challenge for \ears. While Whe Wechnolog\ Wo sXpporW iW has 
 been aYailable, iW·s been difficXlW Wo deliYer iW aW scale and make iW eas\ Wo manage. There haYe been seYeral 
 models broXghW Wo markeW: 

 ●  Deplo\ a deYice in Whe neWZork aWWached Wo Whe ToR, similar Wo a fireZall or load balancer, Wo encr\pW 
 serYer Wraffic crossing Whe daWa cenWer backbone. This appliance-based solXWion qXickl\ becomes 
 XnWenable in Whe face of VM/Pod mobiliW\. 

 ●  Deplo\ IPsec on a Performance NIC beWZeen serYers. This inWrodXces seYeral challenges: 

 ○  VisibiliW\ and conWrol of per-Zorkload Wraffic; 

 ○  ProYisioning on a serYer-b\-serYer basis, ZiWh no cenWrali]ed conWroller aYailable; 

 ○  As ZiWh appliances, VM/Pod mobiliW\ breaks WXnnels WhaW are seW Xp sWaWicall\. 

 ●  Deplo\ IPsec as an agenW rXnning in sofWZare. This approach demands more CPU and memor\ 
 resoXrces from each serYer in order Wo scale. IW also makes iW impossible Wo gaWher an\ WelemeWr\ in Whe 
 neWZork. 

 ●  Make encr\pWion a reqXiremenW of Whe applicaWion. As ZiWh Whe agenW-based model, Whis can sloZ 
 oYerall applicaWion performance and redXce scale on a per-serYer basis. IW also shifWs Whe bXrden Wo 
 each applicaWion, increasing deplo\menW comple[iW\. 

 T  he DSC's scalable architecture allows IPsec to leverage 
 Whe SoZeU of AND  :  telemetr\, TAP, and encr\ption together, 
 running at line rate at the server edge, providing e[treme 

 fle[ibilit\, functionalit\ and scale. 

 The DSC model of encr\pWing EasW/WesW Wraffic solYes Whe Whree mosW significanW issXes foXnd ZiWh encr\pWion: 

 �.  S  iPSliciW\:  Encr\pWion polic\ is cenWrall\ managed on a Zorkload-b\-Zorkload basis: Whe PSM presenWs 
 an absWracWed neWZork/Zorkload configXraWion, alloZing Whe operaWor Wo easil\ selecW Zhich 
 Zorkload-Wo-Zorkload floZs reqXire encr\pWion and Zhich don'W. This boWh simplifies seWXp and makes 
 configXraWions far more mainWainable. Since Whe PSM is inWegraWed ZiWh serYices sXch as YCenWer, policies 
 are seW Wo aXWomaWicall\ folloZ an\ Zorkload migraWions. 
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 2.  PeUfRUPaQce:  IPsec scales aW line raWe ZiWh no impacW Wo Whe applicaWion and ZiWh no increased 
 reqXiremenWs on Whe [86 side of Whe serYer. Decisions aboXW Zhich Zorkloads reqXire encr\pWion can be 
 made ZiWh no concerns aboXW applicaWion performance impacW. 

 3.  ObVeUYabiliW\:  A WradiWional encr\pWion model inWrinsicall\ breaks WelemeWr\ serYices sXch as IPFIX or 
 ERPSAN, bXW since Whose fXncWions are noZ deliYered on Whe DSC, WelemeWr\ can be inWerposed ahead of 
 encr\pWion. 

 PenVando plaWfoUm encU\pWion iV cenWUall\ managed, inclXding 
 fXll\ aXWomaWed handVhaking and ke\ managemenW foU all DSCV, UeqXiUing 
 no cU\pWo aZaUeneVV oU oYeUhead on Whe compXWe plaWfoUm. FloZ encU\pWion VWaWiVWicV aUe UepoUWed back Wo Whe PSM. 

 i 

 There are man\ reasons Wo encr\pW floZs in Whe daWa cenWer, inclXding priYac\ concerns, regXlaWor\ needs, and 
 inWellecWXal properW\ proWecWion.  Add Wo Whose an emerging paradigm ZiWh a need for encr\pWion: 
 SofWZare-Defined SWorage. 

 The conWinXing decomposiWion and disWribXWion of sWorage archiWecWXres has resXlWed in models for accessing 
 daWa across mXlWiple serYers oYer sWandard EWherneW inWerfaces.  T\picall\, sWored daWa is encr\pWed aW resW, bXW 
 Wraffic beWZeen a sWorage "soXrce" serYer and "WargeW" serYer has been in clearWe[W.  The DSC's abiliW\ Wo easil\ 
 encr\pW all of Whis Wraffic in WransiW noZ alloZs all daWa Wo be proWecWed boWh in moWion and aW resW. 

 WiWh Whe serYer edge model, Whe DSC can proYide WelemeWr\ for all of Whis sWorage Wraffic, Wo qXickl\ idenWif\ an\ 
 performance issXes and proacWiYel\ address Whem before Whe\ impacW serYice. This YisibiliW\ can be inWegraWed 
 ZiWh a NOC·s SIEM Wools, sXch as SplXnk and ElasWic, and inWegraWed inWo SDS Yendors· conWrollers, fXrWher 
 simplif\ing an\ remediaWion Wasks. 

 The OSeUaWiRQal RRadPaS 
 The aboYe e[amples are jXsW Whe sWarW of Whe neWZork infrasWrXcWXre serYices WhaW can and Zill be deliYered aW 
 Whe serYer edge.  Once MonWere\ is reali]ed, Whe NSX neWZork, secXriW\, and VSAN sWorage sWacks Zill be 
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 disWribXWed Wo Whe Pensando PlaWform.  The conYergence of infrasWrXcWXre serYices Wo Whe SerYer Edge Zill fXrWher 
 blXr Whe lines beWZeen SerYer Ops, NeWZork Ops, and SecXriW\ Ops. 

 YoX can alread\ begin bXilding Whe skills WhaW Zill be reqXired in Whis conYerged Zorld: sWarW disWribXWing serYices 
 Woda\ Wo YirWXali]ed and bare-meWal Zorkloads and reap Whe benefiWs of a disWribXWed serYices plaWform. 

 B\ shifWing focXs Wo highl\-scalable EWherneW fabrics connecWing Zorkloads, ZiWhoXW designing serYices based on 
 appliances, \oX can redXce Whe comple[iW\ of serYice inserWion, lack of EasW/WesW YisibiliW\ aW Whe applicaWion 
 la\er, and appliance spraZl in Whe daWa cenWer.  Each serYer noZ brings all Whe necessar\ neWZork, YisibiliW\, and 
 secXriW\ infrasWrXcWXre serYices ZiWh iW, jXsW as Ze see ZiWh Woda\'s h\perscalers. 

 Changes³eYen good ones³come ZiWh challenges.  Refining operaWional processes, learning neZ diagnosWic 
 capabiliWies, and refining hoZ Zorkloads are deplo\ed and scaled Zill be an eYolYing process.  WaiWing Wo 
 make a large shifW, sXch as ProjecW MonWere\, pXWs Whe cXsWomer in Whe risk\ posiWion of migraWing all of Whese 
 fXncWions aW once, and Zill e[Wend Whe amoXnW of Wime iW Wakes for Whem Wo make Whe final WransiWion. 

 The Pensando plaWform giYes \oX Whe abiliW\ Wo sWarW Whis WransiWion Woda\, implemenW Whe serYices described 
 aboYe (ZiWh more Wo folloZ!), and learn hoZ Whis archiWecWXral reYolXWion can fXrWher simplif\ \oXr processes. 
 SWarW noZ, learn lessons, refine \oXr models, and When incorporaWe neZ serYices³ZiWhoXW disrXpWion.  The Road 
 Wo MonWere\ Zill be jXsW as reZarding as Whe acWXal arriYal of ProjecW MonWere\. 

 The PenVando DiVWUibXWed SeUYiceV PlaWfoUm deliYeUV adYanced VeUYiceV Woda\, Zhile paYing Whe Za\ foU eYen fXUWheU 
 capabiliWieV in Whe fXWXUe. 

 AbRXW PeQVaQdR 
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 Founded in 2017, Pensando S\stems is pioneering distributed computing designed for the¬NeZ Edge, poZering 
 softZare-defined cloud, compute, netZorking, storage and securit\ serYices to transform e[isting architectures into the 
 secure, ultra-fast enYironments demanded b\ ne[t generation applications. For  more information, please Yisit  ¬  pensando.io  . 
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