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Executive summary

Organizations say they are incorporating security earlier in the software development
lifecycle — and we're seeing real results in terms of the number of vulnerabilities
discovered by developers and the use of new technologies such as artificial
intelligence and machine learning for security testing and code checks. However,
friction remains in the form of unclear responsibilities and expanding toolchains.

DevOps and DevSecOps are taking over
5 6 o/ of respondents reported using DevOps or DevSecOps
(o)

methodologies, up from 47% in 2022.

The shift left is getting real
740/ of security professionals said they have either shifted
(0

left or plan to in the next three years.

71 0/ of security professionals said at least a quarter
(0

of all security vulnerabilities are being spotted by
developers, up from 53% in 2022.

Driving efficiencies with Al

(o) of developers said they are using artificial intelligence
5 /0 and machine learning in testing efforts or will be in the

next three years.

Too many security tools
57 o/ of security respondents said they use six or more tools,
(o)

compared to 48% of developers and 50% of operations
professionals.

Teams need security and efficiency

Better security was one of the top benefits of a
DevSecOps platform, according to respondents, along
with a more efficient DevOps practice, easier automation,
cost and time savings, and better collaboration. We
define a DevSecOps platform as a single application with
one user interface, a unified data store, and security
embedded within the DevOps lifecycle.

Top benefits of a DevSecOps platform

. : ' Cost and
Easier automation | time savings

Better A more efficient
SeCUI“ity DevOps practice

//'Better
4 collaboration

Follow us: @ o 0 0


https://www.youtube.com/channel/UCnMGQ8QHMAnVIsI3xJrihhg
https://www.facebook.com/gitlab/
https://twitter.com/gitlab
https://www.linkedin.com/company/gitlab-com/

Who took the survey?

We collected a total of 5,010 survey responses in March 2023 from
individual contributors and leaders in development, IT operations,

and security across a mix of industries and business sizes worldwide.

We used two sampling methods for the data collection:

1. We distributed the survey via GitLab's social media channels

and email lists.

2. A third-party research partner conducted panel sampling, which
reduces bias in the sample. Our research partner used its proprietary
access to lists, panels, and databases to gather quality responses
and cleaned the data throughout fielding to ensure
data quality.

Here's a closer look at the survey respondents:
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Role within the organization
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Number of employees

24 or fewer

25-49

%%,

50-99

iy,

100-249

50-499

L AL TR
508-999

Q7277277222222

1,000 - 2,499
%

2,500 - 4,999

139
570
609
1,155
684
628
469
238

518

Functional area

Software
Development

IT Operations

IT Security
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Introduction

Since our 2019 developer survey, we've been exploring the cross-
functional relationships of development, security, and operations
teams through the lens of DevSecOps to reveal insights into
successful practices, problem areas, and potential solutions.

DevSecOps isn't a new idea, but it continues to evolve as attitudes
change and new technologies come to the fore. We believe it is
important to keep a pulse on how DevSecOps is changing for

two main reasons. First, in order to understand how something is
performing, we have to be able to measure it. Our annual survey is
an opportunity to see where teams are succeeding with DevSecOps
and where they might be struggling. Second, by capturing trends
and movement in this market, we hope to give software development
teams — from individual contributors to executives — insight into
how to get the most out of their DevSecOps investments.

This year's survey respondents offered their views against the
backdrop of a growing set of macroeconomic influences. In the
face of increasing inflation, a looming economic downturn, and
global supply chain challenges, many organizations are bracing for
stagnant or shrinking growth. At the same time, organizations are

under pressure to undergo digital transformation to stay competitive.

As businesses become more digital and accumulate more data —
and cyber attackers gain access to more sophisticated techniques
and technologies — keeping the software supply chain secure is
becoming both more critical and more difficult.

In the first installment of our expanded 2023 Global DevSecOps
Report Series, we're looking at where organizations are in their efforts
to shift security left — the move to embed security earlier in the
software development lifecycle. What's top of mind for development,
security, and operations teams when it comes to creating more secure
applications? Where are teams seeing the biggest wins, and what work
is left to be done?

First, we'll check in on what technologies and methodologies
organizations are adopting in their efforts to shift security left.
We'll also look at changing perceptions around who is responsible
for security and where there may be lingering friction between
development, security, and operations teams. Then we'll see how
DevSecOps teams are using artificial intelligence (Al) and machine
learning (ML) to augment security efforts and where teams are
concerned about the impacts of Al/ML. Finally, we'll explore how
security teams are coming to grips with complicated toolchains, and
how they can boost efficiency and productivity without sacrificing
security.

Let’s get started.
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Checking in on the shift left

—_—

This year, respondents told us that security’s great “shift left” to What does your Devsecops
earlier in the software development lifecycle is well underway. For the implementation include?
past several years, we've consistently observed that security is a top P *
priority for organizations, and that trend continued in 2023. Security
ranked a very close second among this year’s top investment priorities,
after cloud computing. Similarly, “security and governance/compliance” Observability/
ranked second among what respondents said is included in their Roattarny

DevSecOps implementations.

Test
automation

Top investment priorities for 2023

P .
4 N
/ 0 ) Continuous
| 33/ integration/continuous
O/  deployment
‘_,_//

Security and
governance/compliance / —

®
J’ DevOps
= — ®
A DevOps/DevSecOps

C-LOUd . platform
computing security

,f//Artificial
intelligence
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The security professionals we surveyed shared how they currently

are enabling security in the software development lifecycle, as well

as where they'll be focusing their efforts over the next several years.
License compliance checks and security capabilities for cloud native or
serverless (both 19%) topped the list of current priorities, while shifting
security left (29%) was the top focus for the coming year. Nearly three-
quarters (74%) of security professionals said their organizations have
either shifted left or plan to in the next three years.

Status of key security initiatives, according to Security

Having developers do container scanning

N
Dependency scanning

T, ¥
ST S
License comphance checks

5e:ur1ty capabﬂitles for cloud native or s:arver‘less

i

% 25% Se% 75% 188%
~ % We do this @wn plan to (7 We plan to Z We plan to / 7, We have % Not
“ today L this year (///// in 2-3 years ‘é/ in more than % no plans il
3 years

As part of their shift left, organizations are migrating from legacy
software development methodologies to DevSecOps. This year, more
than half of respondents (56%) reported using DevOps or DevSecOps
methodologies, up from 47% in 2022. In fact, DevOps/DevSecOps was
the only software development methodology that showed an increase
in 2023 — all the others decreased. Lean showed the biggest drop,
from 29% in 2022 to just 15% in 2023.

Which software methodologies does your organization use?

% %%/ ) 56%
7 e e e 47%
DevOps/ DevSecl:lps
29%
7 34%
Agile/Scrum
19%
24%
7 777272 19%
W A /’:/22.552 e e A . # 28%
Water/Scrum/Fall
W 18%
W/ W 26%
Waterfall
15%
29%

777 2023 ©77) 2022
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The shift left is driving a number of benefits across the software
development lifecycle — most notably, development, security, and
operations teams are coming together instead of working in silos.
Increasingly, no single group feels like they're on their own when

it comes to application security. This year, less than a third of
survey respondents (30%) said they are “completely” responsible
for application security (down from 48% last year). The majority of
respondents (53%) said they are responsible for application security
as part of a larger team — up from 44% last year.

How responsible do you feel for application security
in your organization?

30%
48%

53%
44%

s Y

G 2

esponsible, but as part of a bigger team

14%
7%

3%
2%

Similarly, 38% of security professionals told us they are increasingly
part of a cross-functional team focused on security, up from 29% last
year. These changes are having a real impact on how teams work
together. More than 70% of the security professionals we surveyed said
a quarter or more of all security vulnerabilities are being spotted by
developers, up from 53% of security professionals last year.

Percentage of vulnerabilities spotted by developers,
according to Security

28%
47%

46%
30%

20%
19%

5%
4%

@) 2023 ) 2022
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Although organizations are making progress, a number of opportunities
remain. Organizations will need to follow through on their shift left

by bringing security testing as close as possible to the developer

— empowering teams to find vulnerabilities earlier and lowering the
cost of remediation. In addition, as Al and ML become a more integral
part of the software development lifecycle, organizations will need to
ensure security teams are equipped with the right skills and tools to

take full advantage of Al/ML. And finally — as we’'ve observed in our
past several surveys — toolchains remain a pain point for DevSecOps
teams as the number of point solutions continues to outpace efforts to
consolidate.

Let’s dive into what this year’s survey tells us about these gaps and
what teams need to take into account in 2023.

The shift left isn't one and done

Although the number of respondents who feel they are completely
responsible for application security dropped in 2023, those who said
they aren’t completely responsible had different takes on where the
bulk of responsibility for application security does fall. Developers
were split equally between saying Security is primarily responsible

and Development is primarily responsible. But developers were more
likely than security or operations professionals to say Security is
primarily responsible, while security professionals were more likely than
developers or operations professionals to say Development is primarily
responsible. Operations professionals were more likely than developers
and about equally likely as security professionals to say Operations is
primarily responsible.

Who's primarily responsible for application security, according to...

Development Security

44%

44%
44%

Development

TTTT,

Development

10%
10%

Vi Vi,

Operations Operations

77) 2023

Operations

30% 7777 29%

T ‘,\ 7 B% : o 3 7 %

Security

49% Y 7 e L%

23% (T 7 o -f_l 33%
Development

20% 23%

6% o '.,"-":“:"—-.-'7?;.-;?_ 28%
Operations

1 2022
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So, while organizations’ efforts to shift security left have succeeded in making DevSecOps
teams more broadly aware of security as a shared responsibility, there remains confusion
around which discipline should take the lead, with developers and security professionals
pointing at each other.

What are the biggest
challenges in software
development in 2023?

In addition, frustrations persist around security testing in particular, although there are signs
that things are improving. This year, 43% of security professionals said testing happening
too late in the development cycle is a major source of frustration (ranked 1 or 2 on a scale

of 1-7, 1 being the most frustrating), down from 48% last year. Forty-one percent of security We asked respondents to share, in their own
professionals said difficulty prioritizing vulnerability remediation is most frustrating, down words, their opinions on the biggest challenges
from 52% last year. Meanwhile, frustrations around false positives, identifying who can in software development this year. Not

perform remediation, and tracking vulnerability status showed slight increases over last surprisingly, security was a major theme. Here’s

year, suggesting that integrating security testing into DevSecOps team workflows should be what a few of the respondents had to say:
a continued focus for organizations as part of their efforts to shift security left.

“Security, security, security, and more

23 MUST, we owe it to our customers, our
. . _ : 48% organizations, our colleagues, ourselves, future
Testing happens too late in the development lifecycle, causing delays DeVOpS Engineel’st and huma n|ty at |arge tO
1% do everything we can to create a safe, secure,
"""""""""""""""""""""""""""""""""""""""""""""""""""" 52% compliant, and scalable future for our industry.”
It is difficult to prioritize wvulnerability remediation
34% - DevOps Engineer, Healthcare
29%
There are too many false positives
36% “There’s too much focus from Product on
2 28% pushing out new features without taking the
It is difficult to identify who can perform remediation time to keep an eye on Security' code qua"tyf
¥ e e 23% and code rot.”
............................... 17% . . - . .
It is difficult to track vulnerability status T Slte Re“ab""ty Eng"neer; MEdIa &
S 16% Entertainment
16%
It is difficult to understand the vulnerability findings
13%
8%

Testing is not sufficiently frequent or consistent

1 2023 ) 2022
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“Security is becoming more important and quickly shows the
gaps between traditional development methodologies such
as waterfall and newer, product-based organizations. In some
ways, | see the gap between mature, capable teams and less
mature teams as growing rather than closing.”

- DevOps Leader, Business Services/Consulting

“How to make Al models better to meet the needs of customers
and meet the ever-changing security challenges
of globalization.”

- Software Developer, Government

“Ensuring software is designed to be compliant with emerging
security standards.”

- Operations Engineer, Computer Hardware/Services/
Software/Saa$S

“There are an overwhelming amount of vulnerabilities to triage
and resolve.”

- Security Engineer, Computer Hardware/Services/
Software/SaaS

Driving efficiencies with Al

Al and ML are becoming well established in software development
workflows, including for security testing and code checks. This year,
more than half (65%) of developers said they are using Al/ML in testing
efforts or will be in the next three years. Among developers who are
using Al/ML today, 62% said they use Al/ML to check code, up from 51%
last year; 53% use bots for testing (up from 39% last year); and 36% use

Al/ML for code review (up from 31% last year).

Top uses for Al/ML, according to Development

TN
_ 62%
B A o 51%
We use AI/ML to check code (separate from testing)
[y o / L 5:355
I..f;-._'_/.'-'/._.",'c_'. o :-._-_/_f.'/._.",".-:_ 7 :::/.,:/_;’”: TN 39%
We use bots in our testing process
7 e

36%
f o A A 31%
An AL/ML tool reviews code before we see it
I, 5%
TTTTRTI
(A Es%

We don’t use AI/ML for anything on our team

Z

./“
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The rise of Al/ML isn't all smooth sailing: A solid majority (67%) of
security respondents said they are concerned about the impact of Al/

ML capabilities on their job, and 28% of them said they are “very” or
“extremely” concerned. Of those respondents who expressed concern,
25% said they are worried about the potential for Al/ML to introduce
errors that will make their job more difficult.

Most important skills for the future, according to Security
Top concerns related to Al/ML, according to Security

s, 31%
Soft skills such as communication and collaboration
AI/ML will be more 7 \ / ‘\\ AI/ML will introduce Subject matter expertise (business-side or vertical industr/j)// // %
cost-effective 23% | 259/ errors that make my G0 27%
than me job more difficult
...... . 27%
AI/ML will reduce \ AL /HE it e S e e S Sk A yex
e 2 9 / iy okitis obesiete rogromming
avai'l.able jobs / / L A 7 7 23%
AL/ML
7 23%
IoT)‘h‘lockchaln

Despite its rising prevalence on the development side, Al/ML is
competing with other high-impact areas as security professionals
shuffle their professional goals and priorities. Last year, security
professionals identified Al/ML as the most important skill for furthering
their careers, and security professionals were significantly more likely

than either developers or operations professionals to choose Al/ML.
This year, while nearly a quarter (23%) of security professionals chose
Al/ML, they placed more importance on skills such as soft skills (31%
subject matter expertise (30%), and metrics and quantitative insights
(27%).


https://www.youtube.com/channel/UCnMGQ8QHMAnVIsI3xJrihhg
https://www.facebook.com/gitlab/
https://twitter.com/gitlab
https://www.linkedin.com/company/gitlab-com/

Too many security tools

—_— . —— —

Toolchain management continues to be an area where DevSecOps
teams are feeling the pressure. This year, 66% of survey respondents
(and 69% of security respondents) told us they want to consolidate
their toolchains. Security professionals in particular reported using

a lot of tools — 57% of security respondents said they use six or
more tools, compared to 48% of developers and 50% of operations
professionals. What's more, security teams appear to be shifting
toward using more tools than before: This year there was a significant
drop (from 54% to 42%) in the number of security respondents who
said they use 2-5 tools, and a corresponding increase (from 35% to
43%) in the number of security respondents who said they use 6-10
tools.

The number of tools teams use for software development, according to...

Development Security

1%
2%

1 tool 1 tool

51%

37%
2-5 tools 2-5 tools
...... o s 38% S

46% T
6-18 tools 6-18 tools
s 6% s

12%
11-14 tools 11-14 tools
— 5% L7

4% ey

15+ tools 15+ tools

When we asked how having too many tools negatively impacts their
software development practice, the largest group of security respondents
(28%) said spending time maintaining toolchains makes it difficult to stay

on top of compliance; 27% said it is difficult to have consistent monitoring
across many different tools; and 26% said it is difficult to draw insights
across all the tools.

Despite these challenges, the ability to “bring your own tools” to the
job remains attractive: 68% of survey respondents (and 67% of security
respondents) said they brought at least one preferred development tool

to their current job.

Operations
1% 7 9%
2% / 3%
1 tool
% SR aix
54% 43%
2-5 tools
43% 7 35%
35% 43%
6-18 tools
9% % 8%
7% 9%
11-14 tools
4% S 7%
3% 3%

) 2022

15+ tools
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The rise of the
DevSecOps platform

i —— -y

In today’s uncertain macroeconomic environment, organizations
of all sizes are facing slower growth and tighter budgets. Security
teams may be feeling the headwinds more acutely — only 15%

of security respondents told us they have more budget this year
than they did in 2022, and security professionals were also more
likely than both developers and operations professionals to cite
macroeconomic forces as a primary factor driving DevSecOps
practices to scale at their organizations.

Factors driving DevSecOps to scale, according to...

Business agility
Q2777727272722
O
Y,
ompetitiveness/release speeds
Q7777272727222
O,
Q7272277272277 77727777772
igital transformation
Q7272727227222
O
Q7727227727227

ecurity and governance concerns
A,

7772777272727

2722722772722/

Business requirements/value
A,
7727272727772
2272772722772
Improved revenue/profits
Q7722727272727

Y Z
7772772727772

%
c
7
7
D
7
s
17

Z
2%

The need to deliver value versus just delivering products

/
t:jroeconumlc fopceiﬂ% 20% 30% 40%
Development Security @ Operations

46%
35%
40%

42%
31%
34%

39%
31%
30%

26%
35%
39%

28%
36%
34%

30%
33%
27%

25%
32%
29%

23%
28%
29%

20%
25%
21%

50%
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Security continues to be a non-negotiable priority for organizations. At
the same time, as Al evolves from a “nice-to-have” into a “must-have”
and the number of disparate tools security teams are using continues
to expand, organizations will need to find ways to be efficient without
sacrificing security.

Against this background, it's not surprising to see DevSecOps platforms
continue to gain traction (in the survey, we defined a DevSecOps
platform as a single application with one user interface, a unified data
store, and security embedded within the DevOps lifecycle). This year,
72% of survey respondents (73% of security respondents) said they

are using a DevSecOps platform or are considering adopting one in the
next year. Of the survey respondents who reported using a DevSecOps
platform, 46% said the entire DevOps team is using the platform, up
from 43% last year.

Which of the following best describes your team's
current situation regarding a DevOps/DevSecOps platform?

We have no plans to

evaluate or buy a [;%)
DevOps/DevSecOps platform @ Not sure

We use a .“/ o
DevOps/DevSecOps | 36/0
platform
\.

We are considering evaluating
18% or buying a DevOps/DevSecOps
platform within 2-3 years

(o) We are considering
{ (s evaluating or buying a
DevOps/DevSecOps platform

this year

Security remains important as a major benefit of a DevSecOps
platform, and efficiency is emerging as equally important. Last
year's respondents identified “better security” as the top benefit of a
DevSecOps platform; this year security came second, after “a more
efficient DevOps practice.”

Top benefits of a DevSecOps platform

Better collaboration

7)) 2023 7D 2022

38%
34%

37%
42%

36%
35%

34%
35%

33%
32%
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By improving both security and efficiency, DevSecOps platform usage Meanwhile, developers who use a DevOps/DevSecOps platform

accelerates organizations’ shift left: Security professionals who use were significantly more likely than those who don’t use a platform
a DevOps/DevSecOps platform were significantly more likely than to say they feel their organization makes it possible for them to
those who don’t use a platform to say they have shifted left already identify and mitigate security vulnerabilities, and they were more
or are planning to shift left this year. Security respondents who use a likely to have implemented automation and Al/ML for testing.

platform also said developers catch more security vulnerabilities and

had a higher opinion of their organization’s security efforts. In contrast,
security respondents who don’t use a DevSecOps platform were more
likely to struggle to identify who can perform remediation and find it Of developers using a DevSecOps platform...

difficult to understand vulnerability findings.
9 O O/ feel their organization makes it possible
O for them to identify and mitigate security

vulnerabilities.

Of security professionals using a _ _
DevSecOps platform 6 80/ have implemented test automation or plan to
A

in the next year.

(o) : : : :
h hifted left [ to shift left th :
62/0 ave shifted left or are planning to shift le Is year 540/ have implemented Al/ML for testing or plan to
(0

in the next year.

78 0/ rate their organization’s security efforts as “good” or
O “excellent.”
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Looking to the future

—_—

Given all the uncertainties in today’s environment, it’s not surprising
that DevSecOps teams might feel less optimistic this year than in past
years. Overall, 64% of this year’'s survey respondents said they feel
“very” or “somewhat” prepared for the future, down from 69% last
year. Interestingly, while this trend held for developers and operations
professionals, security professionals showed the opposite: 62% of
security respondents this year said they feel “very” or “somewhat”
prepared for the future, up from 56% in 2022.

New programs that aim to address threats to the software development
lifecycle — in response to headline-grabbing software security incidents
from the last several years — could be one explanation for this change in

attitude among security teams. In other words, the security professionals
we surveyed may feel better prepared because their security and
development programs are now dedicating cycles to mitigate software
and application risks.

Although security teams are facing new and unpredictable hardships

in the form of economic uncertainty, increasing cyber attacks, and
organizational challenges, teams also have many reasons to be optimistic
about what'’s to come. Evolving mindsets around who is responsible

for security, new technologies like Al/ML, and tools that consolidate
complicated security toolchains are all giving teams new ways to build
secure software faster and more efficiently.

How prepared do you feel for the future, considering how your job function or industry is changing?

Development Security

Very prepared Very prepared

Scmewhat prepared Somewhat prepared
Somewhat unprepared

Somewhat unprepared

Very unprepared Very unprepared

Operations

Very prepared

Somewhat unprepared

Very unprepared
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